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«IIpopunaakTuka KNOEPNEPCTYNHOCTH U NMPECTYIUIEHUH, COBEPIIEHHBIX €
HCIO0JIb30BAaHNEM HH(OPMANHOHHO-KOMMYHUKANNOHHBIX TEXHOJIOTHID)

Mamepuan noocomosnen Ynpasnenuem no npomueooeicmsuro KubepnpecmynHocmu
Kpumunanvro muruyuu YB/[ I poonenckoeo oorucnorkoma

[loBcemecTHOE BHEAPEHHME U  HCIOJIB30BAHUE  KOMIIBIOTEPHBIX
UH(OPMAIIMOHHBIX TEXHOJIOTHH, OE3yCIOBHO, CO3/1a€T BO3MOXKHOCTU JIJIS
oosee A(PGEKTUBHOTO PaA3BUTHUS DKOHOMHUKH, IIOJUTHUKH, OOIIECTBA U
rocyjiapctsa B 1esioM. OIHaKO COBEPIIIEHCTBOBAHUE U MPUMEHEHHUE BBICOKHUX
TEXHOJOTUM TPUBOJUT HE TOJBKO K YKPEIUICHHIO HH(POPMAIUOHHOTO
oOl1lecTBa, HO W TOSIBJICHHIO HOBBIX yIPO3, OJHOM W3 KOTOPBIX SIBIISETCS
KOMIIBIOTEPHAs TPECTYITHOCTb.

PaccMoTpyM ~ OCHOBHBIE  yIpO3bl,  KOTOPBIM  IOABEPraroTCs
M0JIb30BATEIN B COBPEMEHHOM KHOEPIPOCTPAHCTBE.

BumuHr — OJMH W3 METOJOB MOIIEHHUYECTBA C HCIOJIb30BAHUEM
COLMAIbHON HMHX’eHepuu. OH 3aKIII0YaeTcsi B TOM, YTO 3JIOYMBIIIJICHHUKH,
UCIIOJB3Ysl TeNe(OHHYIO CBSI3b U BbIJIaBasi ce€0s1 3a COTPYIHUKOB OAHKOB (MU
MpaBOOXpaHUTENIEH, YTO OCOOCHHO YacTO MPOUCXOJUT B TMOCIIECIHEE BpeMsl),
MoJi Pa3IMYHBIMU TMPEAJIOTaMU BBIACHSIOT Yy TOTEPHEBIIUX CBEICHUS O
HAIM4YMK OAHKOBCKUX IIaTeXHBIX KapTouek (mamee — BIIK), cpokax wux
neiictBusi, CVV (CVC)-kogax, mMacmopTHBIX JaHHBIX, CMC-KOJAX C LEIbIO
XUIIEHUSI JIEHEXXHBIX CpelacTB. B  psae ciyyaeB 3710yMbIIIJIEHHHKAM
M3BECTHBI HEKOTOpbIe pekBU3nUTHl BIIK, a Takke aHkeTHBIC TaHHBIE WL, Ha
UMsI KOTOPBIX OHU SMUTUPOBAHBI.

B 0osibIIMHCTBE CiIydaeB MPU COBEPIICHUU 3BOHKOB IMOTEPIEBIINM
MPECTYMHUKU UCTIONB3YIOT IP-Tenedonuto, koTopas mo3BoJiieT MaCKUPOBAThH
TeneOHHBIE HOMEpaA IMOJT HOMepa OENOPYCCKUX OrnepatopoB cBsizu. Kpome
3TOT0, 3aYacTyl0 3JOYMBIIUICHHUKHA HCIONb3YIOT MecceHkepbl Viber u
WhatsApp, B KOTOpBIX CYIIECTBYET BO3MOXKHOCTh  HCIIOJIb30BaHUS
BUPTYaJbHBIX HOMEPOB. Takke MPEeCTYNHUKA MACKUPYIOTCS MOJ1 JOTOTUIIOM
y3HAaBaeMBbIX OEJIOPYCCKUX OaHKOB, BBOJS B 3a0IyXKICHUE MOTEHIMATbHBIX
KEPTB.

3JIOYMBINIUICHHUKU  3BOHSIT JKEPTBE W OT UMEHM OaHKOBCKOTO
COTPYJIHHUKA COOOIIAIOT, YTO HEOOXOJUMO OCYIIECTBUTh KaKHe-JTH00
nerictBus ¢ BIIK, Tak kak KTO-TO JHOO IBITAETCS IIOXUTUTH C HEE JECHEKHBIC
cpeacTBa, OO OQGOPMISET KPEAuT, JTUOO MPOU3BOIUT TOJO3PHUTEIBHYIO
omiaty. 3aBliaJieB PEKBU3UTAMH KapThl, MPECTYINHUKA OCYIIECTBIISIOT
XUIICHUE TCHEKHBIX CPEJICTB ¢ 0AHKOBCKOTO CUETa MOTEPIICBIIIETO.
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B mnocnennee Bpemsi HauOosiee akTyaldbHash cxeMa — MOOYXIEHUE
’KEPTBBI OTKPBITh KPEAUT. 3II0YMBIIIJIEHHUKH COOOIIAIOT KEPTBE O TOM, YTO
SKOOBI KTO-TO MOCTOPOHHUH MBITAETCSI OTKPBITh KPEAUT HA €€ UMS, U ISl €T0
JI€aKTUBAIIUU HEOOXOIMMO CaMOCTOSITEIbHO OOpaTUThCS B OAHK M OTKPBITH
KPEJIUT, TepEeCiiaB BIIOCIEICTBUU PEKBU3UTHI CUETA.

@OVIIUHT — BUJ] UHTEPHET-MOIIIEHHUYECTBA, 11€JIbI0 KOTOPOTO SIBIISETCS
MOJIy4YeHHE JOCTyna K KOH(UICHIMAIbLHBIM JaHHBIM MOJIb30BaTeled —
JoruHaM U mapoiisiM. DUIIMHT UCMOJB3YETCs ISl MOJYyYEeHUsl JOCTyla K
YYETHBIM 3allUCSIM  TOJb30BaTENed CaMbIX pa3JIMUYHBIX PECYpPCOB, HO
3a4acTyl0 OH MPUMEHSIETCS JIJIsl XMILEHUs JTAHHBIX MOJIb30BaTeNIeil TOProOBBIX
OHJIAMH-TUIONIA0K.

JI71st 3TOro 37M0YMBIIUICHHUKUA MOJMEHSIIOT CTPaHUILy HCIOJIb3yeMOro
YKEPTBOU MHTEPHET-CEPBHUCA HA MOIIEHHUYECKYIO, KOTOpasi BHEIITHE SIBJISIECTCS
JBOMHUKOM OpuruHajiga. DUIIMHTOBas CTPaHUIA MOXXET UMETh CXOJICTBO C
pazabeiMu cepBucamu: Kufar, benmoura, cinyx00ii nocraBku, 6ankamu, EPUII
U T. 1. B COOTBETCTBUM C 3TUM MOKET MCIOJIb30BATHCS PA3HBIN MPEJIOT JJIsI
nepexoja Ha CTPAHUIy MPECTYMHUKOM (3a0paTh 3a4KCIICHHBICE UM JICHBIH,
NOATBEPAUTHh TOJYYCHHE TOCBHUIKM Ha TOYTEe WIM B CIyXO0€ IOCTaBKH,
MOATBEPAUTHh MPHUEM CPEACTB Ha OJHOM U3 OAHKOBCKHX CEPBHCOB U T.I.).
HeBHuUMAaTENbHBIN UHTEPHET-TI0IH30BATEb MOXKET U HE 3aMETUTh MOJIMEHHBI,
TaK KaK MOJOOHbIE CTpPaHUIl BU3YAJIBHO CXOXH C 0OhOpMIIECHHUEM
OpPUTHMHAJIBHBIX caiToB. Korjga mosnb3oBaTeNlb 3aXOJUT Ha  TaKyIO
NOJACIbHYI0 CTPAHMILy W BBOJUT JIOTMH M MapoJib, OHU CTAHOBSITCS
JIOCTYITHBI MOIIIEHHUKAM.

CToUT OTMETUTh, YTO MpPUMEHSIEMasl 3JOYMBIIUICHHUKAMU CXeMa
XUIIEHUN XapakTepHa He ToyibKo Jisi benapycu. CTonp ke CUCTEMHO 3TH
NPECTYIUIEHUSI COBEPIIAIOTCS B OTHOLICHHHM TMOJIb30BaTENEd CXOXKHUX
peCypcoB, OpUEHTUPOBAHHBIX Ha WHbIEe rocyaapcTBa CHI: Poccuu (avito.ru),
VYkpaunsl (olx.ua), Kazaxcrana (olx.kz) u np.

CBaTUHr — 3aBEJOMO JIOKHBIM BBI30OB TOJMIMU, AaBaApPUKUHO-
criacaTeNbHBIX CHYK0, NyTeM (QanbIIMBBIX JOXKHBIX COOOIIEHHN 00
OMMAacCHOCTHU (HaNpUMep, O MUHUPOBAHUM, YOUICTBAX, 3aXBATE 3AJI0KHUKOB).

CBaTUHT B NIEPBYIO OYEPEb PACIIPOCTPAHEH B CpEJE, 1€ JIOIH, Yalle
BCET0 MOJIO/bIC, OOBEIUHAIOTCS IO KaKUM-TO 1enisiM. Hampumep, B oHIaiH-
urpax. ¥ HUX €CTh TEPMUH «BbI3BaTh MIJIMIIMIO HA JIOM» — KOTJa JUIsl TOTO,
qTOOBI, K MpUMEPY, JOCAAUTh OOUJUYMUKY, €My Ha JIOM BBI3BIBAIOT
MpaBOOXpaHUTENEH, TMOO COOOIIAI0T O MUHUPOBAHUM KAKOTO-TH00 O0BEKTA.

B mocnegHue roapl cBaTMHr M3 3a0aBbl JIFOOWTENEH OHJIANMH-UTP U
XaKepOB TMPEBPATHIICS. B MAcCOBOE SBJICHHE M OOJBIIYIO MPOOIEMYy IS
MPAaBOOXPAHUTEIbHBIX  OPraHOB  pa3fluWyHbIX  cTpaH. OOlIecTBEeHHAas
OMAaCHOCTb TaKUX JACSHUM COCTOUT B TOM, YTO 3aBEIIOMO HEIOCTOBEpPHbBIC
CBEJICHUS JE30PTAaHU3YIOT HOPMAIbHYIO padOTy OOBEKTOB TpPAHCIIOPTA,
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NPENNPUATHI, TOCYIAPCTBEHHBIX OPraHOB W YUYPEXKIACHUH, OpraHU3aLHi
HE3aBUCUMO OT (hOpMBbI COOCTBEHHOCTU. B CBOIO ouepenb, 3TO MPUUUHSET
CYIIECTBEHHBIM S3KOHOMUUYECKUI Bpe/l Kak CyObEeKTaM XO03sIMCTBOBAHUS, TaK U
rpaxxganaM. [Ipu 3Tom mHbOpMaIK O BO3MOXHOM B3pBIBE, MOIXKOIe MO0
UHBIX JIEUCTBUSX, NPEANOJaralouux TSKKUE TMOCIEACTBUS, CHOCOOHA
NOCESTh MAaHUKY CPEIM HACENEHUsS U BHECTH HEyA0OCTBa B MOBCEIHEBHYIO
KU3Hb.

Crour OTMETUTH, YTO OTBETCTBEHHOCTb 3a OTO HPECTYIUICHUE
HactynaeT c¢ 14 ner. Hakazanue — mrpad, apect, orpaHudeHre cBOOObI Ha
CpPOK JI0 TATHU JIET WIM JIMIIEHHE CBOOOABI Ha CpPOK 10 cemu Jer. Ecim
pebeHKy, COOOIMBIIEMY O JIOKHOM MUHUPOBAHUU, HE UCTIOIHMWIOCH 14 e,
HACTyMaeT aJMUHUCTPATUBHAs OTBETCTBEHHOCTb pOJUTENCH, a peOeHKa
CTaBST HA yYET B MHCIIEKLIHIO IO JE€IaM HECOBEPIICHHOJIETHUX.

DoS — 370 araka Ha BBIYMCIHUTENIBHYIO CUCTEMY C ILIEJIbIO JIOBECTU €€
JI0 0TKa3a, TO €CTh CO3/IaHHE TaKUX YCJIOBHUH, IPU KOTOPHIX JOOPOCOBECTHBIE
MOJIB30BATENM CUCTEMBI HE MOTYT INOJYYUTh JOCTYN K IPEAOCTABISEMbBIM
CUCTEMHBIM pecypcaMm (cepBepam), JuOO OSTOT JOCTYyN 3aTpyaHeH. B
Hactosmee BpeMsa DoS u DDoS-araku momyJiipHbl TE€M, YTO MO3BOJISIIOT
JIOBECTH JI0 OTKa3a MPAKTUYECKU JHO0YI0 CUCTEMY.

OOBIYHO aTaka OpPraHU3YyeTCs MPU IMOMOIIM TPOSHCKUX MPOTPaMM.
[IpenBapurenbHO  TPOSIHBI  3apakarOT  HEAOCTATOYHO  3AIMILECHHBIE
KOMITBIOTEPHI OOBIYHBIX IOJB30BATENIEd U MOTYT JOBOJIBHO JIOJTO€ BpEMs
HUKaK ce0s He MPOSBIATH HA 3apaKEHHOM KOMIIBIOTEpE, OXKUAash KOMaH/Ibl
OT CBOEro xo3simHa. KoMmbroTep MOXKET NMOABEPTHYTHCS TAaKOM aTake MpHU
MOCEUIEHUH PA3JIUYHBIX 3aPAKEHHBIX CAWTOB, MPHU MOJYYEHUU DJICKTPOHHOMN
MOYTHI UM MPU YCTAaHOBKE HEIUIIEH3MOHHOTO MPOTrPaMMHOI0 0OecreyeHusl.
Korpaa 3m0ymbIieHHUK COOMpAaETCsl Ha4aTh aTaKy, OH JaeT KOMaHAy, U BCE
paHee 3apa)K€HHbIE KOMIBIOTEPHI HAUMHAIOT OJHOBPEMEHHO CJaTh 3aIIPOCHI
HA CaUT-XKEPTBY.

Haunbonee wmaccoBass Do0S-ataka B benapycu Obuia mnpou3sBeneHa
DKCTPEMUCTCKMMH KaHamamu B 2021 roay. 31M0yMBINUIEHHUKH, HAMEPEHHO
yTauBasg uHpopmaiuio o0 yroloBHOM OTBETCTBEHHOCTH 3a ydactue B DOS-
aTake, TPUBIEKIM K YywyacTuto B Hedl Oomee 10 Thicsy rpaxmad
(MpenMyIIECTBEHHO W3 4uciaa MoJioAexu). IIpakTnuecku Bce y4dacTHHUKH
3TOr0 MPOTHBONPABHOTO JCHCTBUS OBLIM YCTAHOBJIECHBI, a HauboJjee
aKTUBHBIC U3 HUX ObUIM MPHUBIIEYEHBI K YTOJIOBHOM OTBETCTBEHHOCTH.

I'pyMuHT — 3T0 BXOXX/I€HHE B3POCIIOr0 YEJIOBEKa B JI0BEpUE K PEOCHKY
C  LEIbI0  CEKCYaJIbHOTO  CaMOYAOBJIETBOPEHHS.  3JIOYMBIIUICHHUK
JUCTAHIIMOHHO HAIIYIbIBAE€T CBSI3b C PEOCHKOM 4Yepe3 COIMalbHBIE CETH,
MECCEHKEPBI, OHJIAMH-UTPBI, JJIIEKTPOHHYIO NIOYTY. 3aTEM MOKET BBIHYIUTh
pebenka mpuciaate ¢oTorpadud HWHTUMHOTO XapakTepa, BOBIEYb B
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U3TOTOBJICHUE TMOPHOrpadUyYecKuX MaTepHalioB, CKJIOHUTh K WHTUMHOU
BCTpEYE B PEAIbHOCTH.

OT rpyMHHra OTIMYAIOT CEKCTMHI — JTO TMEpPechUIKa JUYHBIX
dbororpaduii, CcooOOIMIEHUNH  HMHTUMHOIO  COJEP)KAHHS  ITOCPEIACTBOM
COBPEMEHHBIX CPEACTB CBA3U: COTOBBIX TEIE(POHOB, JIEKTPOHHOM MOYTHI,
COLIMAJIBHBIX UHTEPHET-CETEM.

[Topoit o BIUSTHUEM CUTYyaLIMU WJIA dSMOLUM, MOXKET MOKA3aThCs, YTO
nepeciarb Takue (poro — xopomas uzaes. Yaiue Bcero mapHu M JEBYLIKA
JeNaloT A3TO0 (GIuUpTys, MOAJNABIIMNCh HACTOMYHMBBIM yTOBOpaM, IMbITAsACH
pa3Biieub CBOMX JIpy3eH, YTOOBI MOJYYUTh UX NPU3HAHKE (Yallle EPEeChLIaloT
qyykrue (OoTo, YTOOBI MOXBACTATHCS), WM K€ MPOCTO OTOMCTUTBH. JTa UJes,
opsiMO  CKaXeM, HE OYeHb  XOpollas:  3JOYMBIIUICHHHK  MOKET
BOCITOJIb30BaThCS TAKOM IOBEPUMBOCTHIO BO BPE/I.

KubepOy/utuHT — TpaBiis MOJIB30BATElNd YEpPe3 BCE KaHabl CETEBOIO
OOLIEHUsA: CoLMalIbHbIE CEeTH, (OPYMbI, 4YaThl, MecceHxepbl. [IpoBoaUTH
TPaBJI0 MOTYT KakK OJIHOKJIACCHUKH, HWHTEPHET-APY3bs U T.A., TaK H
COBEPILIEHHO ITOCTOPOHHUE JHOU.

Ota popMa MCUXOJOTHYECKOTO TEPpopa MOXKET MPUHUMATH pa3HbIC
o0MUUus: OCKOpOJEHUS dYepe3 JHUYHBbIE COOOIIeHHUs, NyOauKanus u
pacrpocTpaHeHHe KOH(PUIAECHIIUAIBHOM, MPOBOKAIIMOHHOW HHOOpMAIMU O
xepTBe; (usmyeckas arpeccuss U Tak ganee. [IpuumHbl kubepOysuMHra:
YyBCTBO IPEBOCXOJCTBA, 3aBUCTh, YYBCTBO MIPEBOCXOJICTBA HAJl CONEPHUKOM,
YyBCTBO COOCTBEHHOW HEMOJIHOLIEHHOCTH, CaMOpeaIU3alus.

Ocobo crnenyeT OTMETHTh CIOCOO BO3ACHCTBUSA 3alpelleHHBIM
KOHTEHTOM. PeOEeHKy MOTyT MOKa3biBaTh MOpHOrpaduyecKue MaTepHabl,
HaHOCS yIIepO MCUXMKE, TaK KaK M300paKeHHOE CO BPEMEHEM IepecTaHeT
BOCITPUHUMATHCS peOEHKOM KaK aMOpaIbHOE MOBEICHHUE.

VYTrpo3a HOBOrO BpeMEHHM — TaK Ha3blBaeMble Ipymmbl cMepTu. M XoTs
OOBIYHO CO3JATENSIMU TAaKUX TPYII SBISIOTCS CaMHM MOAPOCTKH (Uelb —
«Xalmmy», *Kaxaa OCTPbIX OULYIIECHUM, KeJlaHue JOMUHUPOBATh U YNPABIISThH
OpYruMu), B TOJOOHBIX TpyIIax Cco3JaeTcss OJIaronmpHUsTCTBYIOLIAS
aTMocdepa A KyJIbTUBUPOBAHUS CYUIIUIATBHBIX HAMEPCHUH.

MOINEHHHUYECTBO B COUHCETSAX

B nacrosiee BpemMs 0c000 aKTyaJTbHOM CTAaHOBUTCS IPOOJIeMa 3aIlUThI
AKKayHTOB B COIMAJIBHBIX CETAX W MPOTUBOJCHUCTBUS pa3IuuHbIM (popMam u
BHUJIaM MoIlleHHU4YecTBa. Hanbosnee TunmuyHbIE CiOcOObl 0OMaHa B COLICETSIX
CETOJIHS TAKOBBI:

Ilpedoonnama

3MOyMBINIJICHHUKA Pa3MENIatoT OOBSBICHUS O TPOJAKE KAKUX-THOO
TOBapOB MO OPOCOBBIM II€HAM, HO IS €ro MOJIy4deHHus (SKOoObI TOCPEICTBOM
MOYTOBOM TEPECHUTKH WJIW CIY>KOBI JTOCTAaBKH) TpeOyeTcs MepeyurcieHue
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MpeaoIIaThl WIKM 3aJjaTKa Ha yKa3aHHBIE «IIPOJaBLIOM» OaHKOBCKYIO KaprTy,
AJNIEKTPOHHBIA Komesaek. OObIYHO MOcie MEePEUHCIICHUs] 0KHUIaeMblid TOBap
TaK U HE TIOCTYIIAET, a «IIPOJABEL EPECTAECT BBIXOAUTH HA CBS3b.

Hlanmasic u 6vimozamenbcmeo

B HekoTOpBIX cCily4asx 3JOYMBIIUICHHUKA MOTYT  yIPOXaTb
pasrjalieHUeM pPa3jW4yHbIX KOMIPOMETHPYIOIIMX CBEICHHM C LEJBIO
BBIMOTaTEJIbCTBA.

ConmanbHble CETHU — 3TO KIaJe3b NEPCOHAIbHOW HHGPOPMALUU O
yenoBeke. llonyuyMB HECaHKIMOHMPOBAHHBIM JOCTYyIl K CTpaHHLIAM B
COLIMAJIBHBIX CETAX, I[EPENMUCKE DJIEKTPOHHBIX IOYTOBBIX SIIUKOB U
00JIauHBIM aKKayHTaM U 3aBJIaJIEB M300paKEHUSIMHU, HE TPEIHAa3HAYEHHBIMU
Uil TyOJIMYHOTO TPOCMOTPA, MPECTYNHUKU BCTYMAIOT B MEPENHCKY C
NOTEPNEBIINMU, TpeOysi pa3Hble JEHEXKHbIE CyMMbl M YIpo)kas B CiIyyae
OTKa3a paCpOCTPAHUTD UX B HHTEPHETE.

Ounaitn-uzpol
Nunyctpus mpou3BOJCTBA WUIP ISl MEPCOHAIBHBIX KOMIIBIOTEPOB H
MOOWJIbHBIX TaPKETOB JIaBHO CTaJI0 BBICOKOJAOXOAHBIM OuszHecoMm. He
YAUBUTEIILHO, YTO TIOBBIICHHHIM BHUMAHHEM OHA TIOJB3YETCS U Yy
MOIIIEHHUKOB. [[eHHOCTh TYT MPEACTABISIOT U AKKAayHTHI MOJIb30BATENICH, K
KOTOPBIM HEpPENKO TMpuBsi3aHbl pekBU3UTHl BIIK i MOKYNKH HMIPOBBIX
NPEUMYIIECTB, M KOJUICKIIMOHHBIE TMPEIMEThl, KOTOPHIE HIPOKU TaKXKe

HEPEAKO MPUOOPETAIOT 32 peabHbIC ICHBTH.

Poocmeennuxk cosepurun /[ TI1

B  mocnmemnee  BpeMs = ydacTWIMCh  Ciy4au  Tele(OHHOTO
MOIIIEHHUYECTBA. Hampumep: MOXWIOMY YEIOBEKY 3BOHUT IO TeledoHy
HE3HAKOMEI[ M, MPEACTaBJSSACh ChIHOM, JOYEPBIO, BHYKOM, 3asiBISACT: «Sl
nonan B JITII! Mue cpouno HykHa moMmouis!». Ecnu Bo3HHKaeT BOpoC, 4To
C TOJIOCOM, Ha JAPYrOM KOHIIE MPOBOJIA OTBEUYAOT, UYTO «IOCTPAAABIINI»
noBpeAwsl TyOy, BBIOWMI 3yObl, HA3bIBAIOT APYrHe MPUYUHBI, 3aroBapuBas
JKEPTBY, HE OCTAaBJSIIOT IIAHCOB Ha pasymHble acucTBus. llocie yero
«POJICTBEHHUK)» TIEPEeNaeT TPYOKY SIKOOBI COTPYAHUKY MPABOOXPAHUTEIBHBIX
OpPraHOB, KOTOPBIA BEAET JAJbHECUIIMK pPAa3roBOpP W BHIMAHWUBACT JICHBIH,
JaBasi MOHATh, YTO CUTyalus KpuTuyHas. [l0Kuaol 4YenoBeK Ha 3MOIUSIX
corjamaercss Ha Bce ycioBus. Ilocnme Oecenpl mo TenedoHy K HEMY
npueskaeT Kypbep HW  3a0upaer jgeHbru. HMHOrma  MOIICHHUKH
MIPEJCTABIISIIOTCS] COTPYJHUKAMH MUJIUIUM JIMOO clienoBareysiMu. ['oBopsIT,
9TO OJIM3KHUA POJCTBEHHHK, CHIH WM J0Yb, COBEPIIWIN aBapvi0 U COWUIH
yenoBeka. I 4ToObl M30€kaTh OTBETCTBEHHOCTH, HEOOXOIWMO 3aIlIaTHUTh
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nenbru. Ecnm cobecenHuK cornaimiaercs, OH Ha3bIBae€T aJpec, U BCKOPE K
HEMY MPUXOIUT YEJIOBEK U 3a0MpaeT JICHbI .

COBETHI 11O BE3OITACHOCTH

- HUKOT/Ja, HHKOMY M HU MPU KaKUX OOCTOSATEILCTBAX HE COOOIIANTE
PEKBU3HUTHI CBOMX OAHKOBCKHUX CYETOB U OAHKOBCKHUX KapT, B TOM YHCIIE
JUIaM, TIPEICTAaBUBIITUMCS COTPYAHUKAMH OaHKa WA TTPaBOOXPAHUTEIBHBIX
OpraHoB;

- HE clieayeT cooO0maTh B Tee(OHHBIX pa3roBopax W MpH OOIICHUU B
COIICETSAX TOJIHBIM HOMEp KapTO4YKH, Cpok ee neiictBus, kox CVC/CVV
(Haxomsirecss Ha 0OOpaTHOW CTOPOHE KapThl), JJOTHMH U MapOjb K UHTEPHET-
OaHKUHTY, ACMOPTHBIE JJAHHbIEC, KOJO0BOE CJIOBO (1udpoBor koja) u3z SMS-
COOOIIIEHHN;

- B CJIy4yae MOCTYIUJICHHUS 3BOHKA «OT COTPYIHHMKA OaHKa» HEOOXOJUMO
YTOUHHUTH €ro (paMujInio, HoMep TeseoHa, MOCIe YEero 3aBepIIUTh Pa3roBop
¥ CaMUM TI03BOHUTH B OaHK WM B KPYTJIOCYTOUHYIO CITY>KOy cepBHca, HOMEp
KOTOpOW HamucaH Ha OOOPOTHOM CTOpOHE IUIaTexHOM kapThl. CooluuTe o
ciryguBiieMmcs. Ckopee Bcero, HUKaKUX HECAaHKIIMOHHPOBAHHBIX OIepariui
He OBLIO, M HUKTO M3 0aHKa HE 3BOHMII;

- B Cllydae IIOCTYIUIEHUs 3BOHKa «or mnonasmero B JTII
POJICTBEHHUKA» JMOO «COTPYJHUKA MWIMIMU» HEOOXOAUMO YTOYHHUTH €ro
dbamunuio, HomMep TenedoHa, MOCIe YEro 3aBepIIUTh Pa3TOBOP U CaAMHUM
MO3BOHUTH JaHHOMY, JIMOO WHOMY POACTBEHHHUKY OO HHOMY APYTOMY
JUIy Yy KOTOpPOMY MOXKHO TepenpoBeputh wuHpopmarmio. Jlanee,
HE3aMEeNIUTETFHO COOOIIUTh O JaHHOMY (akTe B MUJIHUIIUIO U HU B KOEM
clly4yae He mepe/iaBaTh HUKOMY JCHEXXHBIX CPEJICTB,;

- B TOM clTydae, €Clid ¢ UCIoJIb30BaHWeM Baiiero cuera u npasia KTo-
TO OyJIeT MBITaThCS COBEPIIUTHh HECAHKIIMOHHUPOBAHHBIC OIEparud W OaHK
3TO 3aMETUT, TO €ro COTPYJHHUKH CIIEpBa HMHMUIIMATUBHO 3a0JIOKUPYIOT
OAHKOBCKYIO TJIATEKHYIO KapTy, 3aTeM cooOmar Bam mpuunHy mpUHSATOTO
perieHus (HU4ero He YyTOUYHSsA) U MPUTJIACAT MOCETUTh OaHK C MacopTOM JJIs
MOJIYYCHHUSI HAJIMYHBIX JIEHEeXKHBIX CPEACTB WM HAIMCAHWS 3asBIICHUS Ha
MIEPEBBIMYCK KapTHI;

- HM B KOEM Cllyyae HE NpPeJOCTaBIIIUTE JOCTYNl K MOOWIBHOMY
YCTPOMCTBY TOCTOpOoHHMM Jjuiiam! Hukorma He ycTaHaBiauMBaWTe 0
npoch0aM HE3HAKOMBIX JIMI[ MPOTPaMMbl YAAJIEHHOTO JOCTYIa, TaKue,
Hampumep, kak «AnyDesk», «TeamViewer» u gap. He cooOmaiite
HE3HAKOMBIM JIMIIAM CEaHCOBBIe KOJbI! Uepes3 3Th MpUiIoKeHHUs] MOIIEHHUKHU
MOTYT MOJYYHUTh JOCTYIl K MOOHMJILHOMY IPHJIOKCHHIO MHTEPHET OaHKWHTA
Ha BarmeMm ycTpoiicTBe M COBEPIINThH XHINCHHUE JCHEKHBIX CPEACTB. YUTHUTE:
COTpYAHUKH OaHKOB HHUKOTJA HE HWCIOJB3YIOT JJISI CBA3U C KIHCHTaMU
MecceHmkepsl («Viber», «Telegramy, « WhatsApp»);
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- B HACTOsIlee BpeMs MPOCTO HEOOXOJUMO HAJMYUE BTOPOM
OAHKOBCKOM MJIAT€KHOM KApThl, HE MPUBSI3AHHOW K OCHOBHOMY OaHKOBCKOMY
cuyery (Hampumep, 3apIuiaTHOMY). DTOW KapTOW pacCUUTHIBAUTECh B CETH
WHuTepHeT, 3apaHee MOMOJHAA €€ Ha HEOOX0IUMYI0 cyMMy. B TakoMm ciyuae
Bbl cMoxkeTe 00€301acuTh CBOM OCHOBHOM OAHKOBCKHI cueT. MHOrne 0aHku
MpEIaraloT CBOUM KJIMEHTAM YCIYTY BBIIYCKa «BUPTYaJIbHOM KapThI».
[Iponiecc ee OTKpBITUS HE TpeOyeT TMOCEHIEHUs KIMNEHTOM OaHKa W
MIpEeACTaBIIET cOO0M JOCTATOYHO OBICTPHIM mpoiiecc. B utore Bbl cTanere
oOnagaTeneM OJJIEKTPOHHOTO aHajgora OaHKOBCKOW KapThl, MOCPEICTBOM
KOTOPOW CMOETE PacCUMTHIBATHCS 3a YCIyru B ceTu MHTepHeT 0e3 pucka
CKOMIIPOMETHUPOBATh OCHOBHOM OaHKOBCKHi cueT. [IpocTto mepen oriaroi
NOTOJIHUTE €€ HEOOXOAUMON CYMMOW C OCHOBHOM KapThl - M HHKAaKHX
npobiiem!;

- KaXIbIN Biajenel] 0aHKOBCKUX IUIATEXKHBIX KapT MOXKET HACTPOUTHh
COOCTBEHHBIM aNrOpuTM O€30MaCHOCTH TMPU UX HCMHOJIb30BaHUM. [
o0ecrevyeHnss COXPaHHOCTH JIGHEXKHBIX CpPEJCTB, pPAa3MEIICHHbIX Ha
OaHKOBCKUX CU€Tax, KaXIbld JeprKaTesb KapTOYKU IMOCPEICTBOM CHUCTEM
JUCTAHLIMOHHOTO  OAaHKOBCKOTO  OOCHYKMBAHHSI  MOXET  YCTaHOBUTH
UHAUBUAYaJIbHbIE OTpaHUYECHUs (JIUMUTHI/3anperbl). Cpeau OCHOBHBIX -
cienywonme: noakirdeHue  texHojorun  3D-Secure  (oOsi3arenbHOE
MOATBEPKICHUE OIEpalMii, COBEPIIAEMBIX JE€PKATEIAMU KAPTOUYEK C
NPUMEHEHUEM HMX DPEKBU3UTOB B ceTU VIHTEpHET); ycTaHOBJIEHUE OaHKOM-
DMUTEHTOM  OIPAHMYEHHWE HA MNPOBEACHUE  PACXOIHBIX  OIEpaLHi
(MakcHMMaJIbHasi CyMMa M KOJIMYECTBO OINEpauui B ONPEACICHHBIM MEPHOL
BPEMEHH); BO3MOXKHOCTh CaAMOCTOSITEIbHO YCTAHABIMBATh OrPAHUYEHMS (Ha
IIPOBEACHUE oOllepauuil B ceTu HTEpHET, Ha COBEpPIICHUE Ollepalui B
KOHKPETHOM CTpaHe, Ha COBEPILECHUE OTACIbHBIX BUIOB ONEpaIUii);

- i JocTynma K CHCTeMaM  JUCTAaHIMOHHOTO  OaHKOBCKOIO
0OCITy’)KMBaHUS U JTUYHBIM aKKayHTaM HEOOXOJMMO HMCHOJIb30BaTh CIOKHBIE
napojiy, MCKIIYAIOIIMe BO3MOXHOCTh HUX moadopa. Pexomenmyercs
COCTaBJISITh KOMOMHAIMK TapoJied He MeHee 4eM u3 12 3HakoB (Uudpsl,
OyKBBI U CUMBOJIBI B pazHOM peructpe). Co3gaBaiiTe YHUKaJIbHbIE MapOiH
JUIsL KaXXZIOro cepBrca B OTIAEIbHOCTH. CTOWT BO3AEpPKAThCA OT IMApOJIEH,
COCTABJICHHBIX M3 JAT POXKJEHHUS, UMEH, (aMUJIUKA - TO €CTh Te€X, KOTOpbIE
JETKO  BBIYUCIUTH M3  OOLIEAOCTYNHBIX HMCTOYHMKOB HMH(POpMaLUU
(HanmpuMep, TexX K€ COUMaIbHBIX cerel). Takxke ciemyer peryisipHO MEHSTh
napoyiv, 4yeM yame - Tem Jydimie. [lonb3yiiTech TOJIBKO NPOBEPEHHBIM
MEHEKEepaM naposen!;

- TpU TOCTYIUICHUM B COLMAJIBHBIX CETAX COOOIIEHUH OT U,
COCTOAILLIMX B KATETOPUH «IPY3bsi», C MpPOChOaMU O MPeaOoCTaBICHUU
PEKBU3UTOB OAHKOBCKHMX IUIATEXKHBIX KapTOYEK - HE CIEAYEeT Cpa3y Xe
OTBeYaTh Ha M0J00HBIE coolieHus! Hepeako Takue npockObl pacchUIalOTCs
OT MMEHM JPYy3€H NPECTYNMHUKAMH, B3JIOMABIIMMHU AKKAYHT B COLMAJIBHOU
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CEeTH U TMOJYYUBIIUMHU JOCTYI K KOH(UIEHUHUANbHON mepenucke. [loaTromy
CHavaJla HEOOXOJIMMO CBSI3aThCS C 3THM YEJIOBEKOM (MO TesiepoHy, JTUYHO
BCTPETUTHCSA) U YTOUHUTD, JEUCTBUTEIBHO JIU OH HYKJIA€TCS B IOMOLIY;

- B LEISIX 3alllUThl YCTPOMCTB HEOOXOAUMO HCIOJIb30BaTh
JUIEH3UOHHOE  MpOrpaMMHOE  OO€cleueHue, pEeryasipHo  OOHOBISITh
nmporpaMMHOE oOOecliedyeHHe U OMNEPAIMOHHYI) CHCTEM. Y CTaHOBHUTh
AHTUBUPYCHYIO IMpOrpaMMy CJIEAYET HE TOJBKO HA NEPCOHAIBHBIN
KOMITBIOTEP, HO U HA CMapTQOH, TUIAHIIET U PETYISIPHO OOHOBIISITH €€.



